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Why vulnerability reproduction matters
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“It works on my machine.”

“Great. Can I borrow your machine 
from 2014?”

A PoC alone does not preserve 
dependencies, services, packages 
or exploit conditions.



Why vulnerability reproduction matters
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95.1% reports in Mu et al. missed at least one required field [1]

54.9% of 368 memory-error vulnerabilities were reproduced, despite 
3,600+ analyst-hours. [1]

[1] Mu et al, Understanding the Reproducibility of Crowd-reported Security Vulnerabilities, USENIX Security 18
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Vulnerability reproduction is often fragile, 
time-consuming and often not easy.



Functional Package Manager & Nix

5 Oct. 2026 M.-L. NGUYEN — Télécom SudParis CSI MeetingWorkshop around Provenance, Telemetry and Security Applications

Install old packages → 
dependency conflict → fix 
another library → repeat.

Build outputs derive from 
declared inputs and 
dependency graphs.



Functional Package Manager & Nix

6 Oct. 2026 M.-L. NGUYEN — Télécom SudParis CSI Meeting

Nixpkgs
Nixpkgs is currently the 
largest general-purpose 
collection of 
open-source software.

NixOS
Specify the whole system: 
packages, services, users, 
network and files.

FPM
A functional package manager is 
a software deployment tool that 
treats the package build and 
installation process as a pure 
function in programming.

https://repology.org/
Eelco Dolstra. The Purely Functional Software Deployment Model. PhD thesis, Utrecht University, Utrecht, The Netherlands, January 2006.

Workshop around Provenance, Telemetry and Security Applications

https://repology.org/


Functional Package Manager & Nix
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https://skalski.dev/understanding-nix/ 
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https://skalski.dev/understanding-nix/


NICE: The NIx CvE reproduction framework
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What becomes explicit?
The vulnerable environment + the procedure required to demonstrate exploitability. The result is an executable experiment.
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NICE: A framework for declarative and machine-checkable vulnerability reproduction
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NICE: A framework for declarative and machine-checkable vulnerability reproduction

10 Oct. 2026 M.-L. NGUYEN — Télécom SudParis CSI MeetingWorkshop around Provenance, Telemetry and Security Applications

https://en.wikipedia.org/wiki/Heartbleed



NICE: A framework for declarative and machine-checkable vulnerability reproduction
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NICE Archive
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LLM Evaluation
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54.5%

60 / 110 recipes accepted by 
the separate evaluator.

$0.73

Average LLM cost per CVE 
attempt.

62 min

Average runtime per 
reproduction task.



LLM Evaluation
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What did we learn?

- The evaluator agent is pretty good.
- The LLM reproducer agents are very 

enthusiastic in writing recipes.
- Suitable for AI-assisted vulnerable 

environment packaging

LLM is good but still 
have limitations



Discussion
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Lightweight 
sharing

Share a textual recipe, 
not a large binary VM 
snapshot.

Push-button 
validation

Rebuild and verify 
with minimal manual 
work.

Ease of review

Explicit, 
machine-checkable 
evidence of 
exploitation.

Reproducibility 
over time

The recipe survives 
ecosystem drift over 
time.



Limitations
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Exploit availability
In practice, PoCs are not always 
publicly available, and when they 
are, they often lack information

Scope boundaries
Non-Linux systems are out of 
scope, so does the physical 
vulnerabilities



Impacts
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EDUCATION

Hands-on teaching labs and 
long-lived cyber ranges.

RESEARCH

Stable vulnerability 
benchmarks for security tools.

TRIAGE

Executable reports, 
audit-friendly evidence and 
patch validation.
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Conclusion

- NICE Framework: A framework for Declarative and Machine-Checkable Vulnerability 
Reproduction

- NICE Archive: A collection of reproducible vulnerability recipe.
- Evaluation of NICE using LLM.

github.com/minhluannguyen/nice-archive

Thank you for your attention!



Reproducible reporting for curl
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Motivation
Low-quality AI-assisted reports can consume maintainer time when claims do 
not reproduce.

Prototype
A NICE-style curl report contains an advisory, an executable recipe, and 
anomaly assertions.

Claim  →  executable evidence  →  maintainer review
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Current outputs

- nice-curl-vuln-reporter project
- Contact the maintainer of curl several 

time and exchange ideas.

https://daniel.haxx.se/blog/2026/04/22/

Reproducible reporting for curl


