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Research Context: COCTEL

Causality-Oriented Cybersecurity TELemetry

• Learn causal dependencies between events in microservice infrastructures.

• Use telemetry from application, service, system, and network levels.

• Detect anomalies, identify their causes, and anticipate attacks in microservice
infrastructures.

Telemetry events
Application / service
System / network

Provenance graph
Entities / interactions

Dependencies

Represent as a
data structure

Provenance graphs represent observed activity and its dependencies.
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Deep Learning for Provenance-Based Intrusion Detection

• Masked graph representation learning: MAGIC [1]

Mainly the graph’s structure and the types of entities and interactions.

• Temporal graph neural networks: KAIROS [2]

Both graph structure and event history (temporal aspect).

Observations
Complex neural computational graph

→ Feature extraction
Class /

anomaly score

[1] Jia et al., MAGIC, USENIX Security 2024. [2] Cheng et al., KAIROS, IEEE S&P 2024. 2/17

https://www.usenix.org/conference/usenixsecurity24/presentation/jia-zian
https://arxiv.org/abs/2308.05034


The Complex Computational Graph is a Black Box

• Known complex computational graph ̸= Interpretable learned features

• Interpretability: understanding learned features and reasoning; explainability: explaining
predictions [3].

• Complex computational graph can mean more tuning [4] + higher compute/memory
costs [5].

Observations
Complex neural computational graph

→ Feature extraction
Class /

anomaly score

[3] C. Rudin, Nature Machine Intelligence, 2019. [4] Bergstra et al., ICML 2013. [5] Han et al., ICLR 2016. 3/17

https://doi.org/10.1038/s42256-019-0048-x
https://proceedings.mlr.press/v28/bergstra13.html
https://arxiv.org/abs/1510.00149


From Black Box to Gray Box?

• How can we integrate domain knowledge into the computational graph so an analyst can
understand and modify its contribution to predictions?

• Can this integration also reduce the complexity of the neural computational graph?

Observations
Less complex neural
computational graph
→ Feature extraction

Class /
anomaly score

Our study at FMANO — SIGCOMM 2026

Investigating Neuro-Symbolic AI for Context-Aware Process
Classification with MITRE ATT&CK® Techniques

4/17



From Black Box to Gray Box?

• How can we integrate domain knowledge into the computational graph so an analyst can
understand and modify its contribution to predictions?

• Can this integration also reduce the complexity of the neural computational graph?

Observations
Less complex neural
computational graph
→ Feature extraction

Class /
anomaly score

Our study at FMANO — SIGCOMM 2026

Investigating Neuro-Symbolic AI for Context-Aware Process
Classification with MITRE ATT&CK® Techniques

4/17



Process Context and ATT&CK® Classification

• Classify attack-related processes
into ATT&CK® techniques.

• The same command can map
to different techniques
depending on its execution
context.

• Domain knowledge is encoded
as explicit rules linking context
to technique labels.

terminal
(session)

bash
(parent)

grep
(current process)

process context
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Starting Simple: MLP Without Rules

• CasinoLimit [1]: attack-related
processes dataset, labeled with
ATT&CK® techniques.

• Convert each process into tokens.

• Predict the ATT&CK®
technique from local evidence
only.

process tokens
command, args, fields

MLP
no rules

ATT&CK®
technique

0.55 0.60 0.65 0.70 0.75
Macro F1

MLP baseline 0.588

MLP

[1] S. Kilian et al., CasinoLimit: An Offensive Dataset Labeled with MITRE ATT&CK Techniques, RAID 2025.
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Ambiguous Cases: Local Process Cues Are Not Enough

• LinPEAS is a Linux privilege-escalation
scanner; it runs grep to search system files for
weaknesses.

LinPEAS 1,094 processes

Observed process: grep

Models
predict

System Information
Discovery

Expected
Exploitation for

Privilege Escalation

• Ligolo-ng is a tunneling tool; ping is used
during its session to test connectivity through
the tunnel.

Ligolo-ng 40 processes

Observed process: ping

Models
predict

Network Service
Discovery

Expected Protocol Tunneling
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Adding Explicit Contextual Knowledge

NEURAL
process tokens

xi
MLP

MLP scores
zi

SYMBOLIC

process context
relations

Ai = ϕ(xi )

analyst-written
rules

rule evidence
∆i

Ligolo-ng rule
ping linked to an active Ligolo-ng session
+ Protocol Tunneling
− Network Service Discovery

LinPEAS rule
grep linked to an active LinPEAS run
+ Exploitation for Privilege Escalation
− System Information Discovery
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LR-INF: Correct at Prediction Time

Idea: apply expert rules after the neural model, only for the current prediction.

neural model
neural scores

zi

apply active rules
z ′i = zi + α∆i

corrected
prediction

RULES ACT HERE

Model change
None. The neural parameters remain
fixed.

Deployment
Neural model + rule engine.
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LR-KD: Learn from Rule-Corrected Targets

Idea: use rules during adaptation to create a teacher for a neural student.

neural scores
zi

rules adjust
the scores

teacher signal
z ′i = zi + α∆i

train the
student model

RULES ACT HERE

Model change
The student learns from labels and
rule-corrected model scores.

Deployment
Student model only; rules are no longer
required.
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LR-E2E: Learn with a Rule-Consistency Loss

Idea: penalize predictions that conflict with active rules and update the model directly.

neural
prediction

check active
rules

rule-
consistency loss

Lrule

update neu-
ral model

labels + Lrule

RULES ACT HERE

Model change
Neural parameters are updated by label
and rule losses.

Deployment
Adapted neural model only; rules are no
longer required.
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MLP + Rules: Main Result

0.55 0.60 0.65 0.70 0.75
Macro F1

Baseline

LR-INF

LR-KD

LR-E2E

0.588

0.629

0.607

0.609

0.643

0.677

0.686

0.684

0.707

0.727

MLP baseline Ligolo-ng LinPEAS Combined

• All rule integrations improve over the 0.588 MLP baseline; combined rules give the largest gains.

• Training-time integration goes beyond the two LR-INF-fixed cases: representation learning learns
the rule signal.
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Context-Native Models as Comparison

0.55 0.60 0.65 0.70 0.75
Macro F1

MLP baseline

Transformer baseline

MLP + LR-E2E

LSTM baseline

0.588

0.720

0.727

0.736

MLP Transformer MLP + LR-E2E LSTM

• MLP + LR-E2E scores higher than the Transformer and slightly lower than the LSTM.

• LSTM and Transformer miss the ambiguous cases.
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Proof of Concept and Current Limitations

Observations
Less complex neural
computational graph
→ Feature extraction

Integration
Class /

anomaly score

Analyst-written rules

A proof of concept: integrating neural computation and explicit domain knowledge

But:

• The current work covers only two contextual cases.

• The rules are written manually.

• We lack data to evaluate additional contextual cases and learn the rules automatically.
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Extending the FMANO Approach

• Extend the proof of concept using available provenance datasets.

• Study more cases where predictions depend on graph context.

• Learn rules that capture domain knowledge from data.

• Aim for interpretable decisions with lower computational cost.
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Apply the Same Principle to Provenance

1 Identify context that
influences the signal

p

f n

Process

File
Network
endpoint

read
at t₁

connect
at t₂

Selected context Other context

2 Automatically distil context
into rules

Illustrative context rule

The same process reads a file,
then connects to an endpoint.

C₁(p, f, n) ←
read(p, f, t₁)

∧ connect(p, n, t₂)

∧ t₁ < t₂

3 Find the best integration

Rules + neural computation

During training
Guide model learning

At inference
Inform neural computation

Both
Use context in both phases
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COCTEL: Ongoing Research

COCTEL

Context modelling Dataset quality Dataset generation

Neural models and
symbolic rules

Assessing
provenance datasets
from the literature

Collaboration with
Paul and Orange

This talk
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